Powerstock & North Poorton Parish Council 
Data Protection Policy
(aligned with UK GDPR and the Data Protection Act 2018)

DATA PROTECTION POLICY
1. Policy Statement
This policy sets out how the Parish Council complies with the requirements of the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and related legislation.
The Parish Council is committed to ensuring that personal data is handled lawfully, fairly, transparently, securely, and only for specified purposes. The Council recognises the importance of protecting the rights and freedoms of individuals whose personal data it processes.
This policy applies to all councillors, employees, contractors, volunteers, and anyone handling personal data on behalf of the Council.

2. Scope
This policy applies to:
· All personal data processed by the Council 
· Paper records and electronic records 
· Councillors, staff, contractors, and volunteers 
· All Council activities involving personal information 

3. Definitions
Personal Data
Any information relating to an identified or identifiable living person.
Special Category Data
Personal data revealing:
· Racial or ethnic origin 
· Political opinions 
· Religious or philosophical beliefs 
· Trade union membership 
· Genetic or biometric data 
· Health information 
· Sexual orientation or sex life 
Processing
Any operation performed on personal data including collection, storage, use, disclosure, amendment, or deletion.
Data Subject
The individual to whom the personal data relates.

4. Data Protection Principles
The Council shall ensure personal data is:
1. Processed lawfully, fairly, and transparently 
2. Collected for specified, explicit, and legitimate purposes 
3. Adequate, relevant, and limited to what is necessary 
4. Accurate and kept up to date 
5. Retained only as long as necessary 
6. Processed securely and confidentially 
7. Managed in a way that demonstrates accountability 

5. Lawful Basis for Processing
The Council will only process personal data where there is a lawful basis under UK GDPR, including:
· Consent 
· Compliance with a legal obligation 
· Performance of a public task 
· Performance of a contract 
· Protection of vital interests 
· Legitimate interests (where applicable) 
Most Parish Council processing activities will rely on:
· Public task 
· Legal obligation 

6. Responsibilities
The Council
The Council is the Data Controller and is responsible for ensuring compliance with data protection legislation.

Parish Clerk
The Parish Clerk is responsible for:
· Day-to-day data protection compliance 
· Responding to data protection requests 
· Reporting breaches where necessary 
· Ensuring appropriate training and awareness 
Councillors and Staff
All councillors and staff must:
· Handle personal data securely 
· Follow this policy and related procedures 
· Report breaches or concerns promptly 
· Only access data necessary for their role 

7. Data Collection and Use
The Council may collect and process personal data for purposes including:
· Electoral and governance administration 
· Employment administration 
· Financial administration 
· Correspondence and enquiries 
· Grant applications 
· Planning consultations 
· Community engagement and events 
· Maintaining contact lists 
Personal data will only be used for the purpose for which it was collected unless otherwise permitted by law.

8. Privacy Notices
The Council will provide clear privacy notices explaining:
· What information is collected 
· Why it is collected 
· How it will be used 
· How long it will be retained 
· Individuals’ rights 
· Contact details for queries or complaints 
Privacy notices will be available on the Council website and upon request.

9. Data Sharing
The Council may share personal data where:
· Required by law 
· Necessary for the performance of official duties 
· Consent has been obtained 
· Sharing is necessary with professional advisers, auditors, contractors, or public bodies 
The Council will ensure that appropriate safeguards and agreements are in place where third parties process data on its behalf.

10. Data Security
The Council will take appropriate technical and organisational measures to protect personal data, including:
· Password-protected systems where applicable
· Secure storage of paper records 
· Access controls 
· Secure disposal of records 
· Use of antivirus and security software 
· Regular backups where appropriate 
Councillors and staff must not:
· Share passwords 
· Leave confidential documents unattended 
· Use personal devices insecurely for Council business 

11. Data Retention
The Council will retain records only for as long as necessary and in accordance with:
· Legal requirements 
· Financial regulations 
· Recommended retention schedules 
Records no longer required will be securely destroyed or deleted.

12. Individual Rights
Individuals have rights under data protection legislation including:
· Right to be informed 
· Right of access 
· Right to rectification 
· Right to erasure (where applicable) 
· Right to restrict processing 
· Right to object 
· Right to data portability (where applicable) 
Requests should be submitted to the Parish Clerk.
The Council will respond within statutory timescales.

13. Subject Access Requests
Individuals may request access to personal data held about them.
Requests should:
· Be made in writing where possible 
· Include sufficient information to identify the individual 
The Council will normally respond within one month.

14. Data Breaches
Any actual or suspected data breach must be reported immediately to the Parish Clerk.
The Council will:
· Investigate breaches promptly 
· Assess risks to individuals 
· Take corrective action 
· Report breaches to the Information Commissioner’s Office (ICO) where legally required 

15. Use of Email and Electronic Communications
Council email accounts should be used for Council business wherever possible.
Personal data sent electronically must:
· Be sent securely 
· Only be shared with authorised recipients 
· Use BCC where appropriate for group emails 
Councillors should take care when using personal devices or home networks for Council business.


16. Website and Social Media
The Council will ensure that:
· Personal data published online is lawful and necessary 
· Consent is obtained where required 
· Website forms and mailing lists comply with UK GDPR 
Photographs of individuals will only be used where appropriate permissions have been obtained when required.

17. Training
Appropriate data protection awareness and/ot training where appropriate, will be provided to:
· Councillors 
· Employees 
· Volunteers handling personal data 
Training will be refreshed periodically.

18. Monitoring and Review
This policy will be reviewed:
· Annually 
· Following legislative changes 
· Following significant data protection incidents 

Adoption
This policy was adopted by:
Powerstock & North Poorton Parish Council
At a meeting held on: 27 July 2026
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